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1 Overview

In this guide you will learn about how to set up an IQ Home gateway for Microsoft Azure lIoT Hub
applications.

2 Creating an Azure loT Hub

2.1 Create loT Hub

1. Login to the Azure Portal with your account.
2. Create a new “loT Hub” resource.

Microsoft Azure 2 Search resources,

« Home > New

— Create a resource New
& Home
[l Dashboard £ toT] %
<= All services ot Huh

FAVORITES loT Hub Device Provisioning Service

All resources Azure Security Center for loT
[¥*] Resource groups loT Central Application
A Quickstart Center Smart loT oneM2M network

o R C—

'-E”.‘ App Services

Blockchain Web A
<2 Function App @ E_ PP _
Compute Quickstart tutorial

Ef SQL databases

3. Create loT Hub
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Microsoft Azure
% Home * Mew * |oT Hub
—} Create a resource loT Hub
Microsoft

# Home
(5} Dashboard

B % . |
= All services
L

FAVORITES

loT Hub | © Saveforiate

Microsoft

All resources
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2.2 Set up new loT Hub

1. Select resource group or create it
2. Name the IoT Hub
3. Check the selection

Home » New * |oT Hub * loT hub
loT hub

Microsoft

Basics  Size and scale  Review + create
Create an loT Hub to help you connect, monitor, and manage billions of your loT assets. Learn More

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to organize and manage all your resources.

* Subscription @ | i |

* Resource Group @ 1 | iNew) ighome bz |
Lreate new

* Region @ | West Europe hd |

* |oT Hub Name @ 2 | ighome “’|

3 Mext: Size and scale » Automnation options
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4. Create after review
Home * Mew » loT Hub * loT hub

loT hub

Microsoft

Basics  Size and scale | Review + create |

BASICS

Subscription @

Rescurce Group @ ighome
Regicn @ West Europe
loT Hub Mame @ ighome
SIZE AND SCALE
Pricing and scale tier @ 51
Murnber of 51 loT Hub units @ 1
Messages per day @ 400,000
Cost per month 21.08 EUR

« Previous: Size and scale Automation options
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2.3 Get connection string

. Open “All Resources”
. Select the newly created loT Hub

. Under “Policy”, select “iothubowner”

1
2
3. Invoke the “Shared Access Policies”.
4
5

. Copy “Connection string—primary key”

Microsoft Az P Search resources, services, and docs

+ Create a resource
M Home

[E] Dashboard

= All services

FAVORITES

__:\,;‘ ighome - Shared access policies
15

laT Hub

« Home > Allresources > ighome - Shared access policies
All reso... Documentaton @« g X
Defaut Directary
4 Add 2 Edit columns =+ More

All resources 1

[#) Resource groups
# Quickstart Center

\'53 App Services

<7 Function App

B 5L databases

&7 Azure Cosmos DB
£ Virtual machines
;:'? Load balancers

3 Storage accounts

< Virtual networks

@ Azure Active Directory
- Menitor

Q' Advisor

) Security Center

N roct Manannmant © R

| £ Ssearch certen | *

2N Overview

E Activity log

.'.ﬁ Access control (IAM)
& Tags

Events

Settings

Shared access policies 3

Pricing and scale

o

e
1

IP Filter

A Certificates

@ Built-in endpoints

@ Manual failover (preview)
= Properties

8 Llocks

3 Export template

Explorers

B Query explorer

+ Add

o 10T Hub uses permissions to grant access t

| 2 search

POLICY

4
service
device
registryRead

registryReadWrite

iothubowner X

ighame

*** More

Permissions

[¥] Reg

i ]
Registry write @

[v] Senvice connect @

[v] Device connect @

Shared access keys
Primary key @

=@
&30

Connection string—primary key @
@

Secondary key @

Connection string—secondary key @

</l
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3 Register new device with Device Explorer

3.1 Update connection information

1. Paste the copied “Connection string—primary key” into loT Hub Connection String area
2. Copy the hostname part from the connection string and paste into Protocol Gateway

HostName
3. CLick on “Update” button

- Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information

loT Hub Connection String:

ALENElERighome. azure-]

[ETEEE SharedAccessKeyNames=iothubowner; SharedAccessKey=Xrexa3FXVGErJYLhi197KyNrg
FIW3yeTIP1cSmOU[Q=

Protocol Gateway HostName:

2 |iqhome.azure-devices.net |

Update

©2020 IQHome Kift. www.ighome.org 8/11



http://www.iqhome.org/

Setup Gateway for Microsoft Azure loT Hub

3.2 Create new device
1. Click on “Create” button on the Management tab
2. Set the name of the new device

3. Click on “Create” button in the popup window

B Device Explorer Twin

e

— | *
Configuration Management Data Messages To Device Call Method on Device
Actions
1 | Create | ‘ Refresh | ‘ Update ‘ | Delete ‘ | SAS Token... | | Twin Props. ]
Devices
Total: |0
Device Authentication -
Id fr ConnectionSt
@® Securty Keys (O X509

[ Auto Generate ID [+] Auto Generate Keys

2 |owll

|ﬂJQd1 D3xd+P4L45M T +uekiaod TWEE7MrwEDXvBuHy Yo=

| Uuf13Rg Ts2JdMgun TUNKB7EAWiBBaM Sxuiid BCBBysl=
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3.3 Create SAS token

1. Click on “SAS Token...” button

2. Set TimeTolLive (TTL) days of the token
3. Click on “Generate” button

4. Copy the required part for the client

o Device Explorer Twin

— O x
Configuration Management Data Messages To Device Call Method on Device
Actions
1 ‘ Create ‘ | Refresh ‘ | Update | | Delete | |SAST{}ken.. | ‘ Twin Props. ‘
Devices
Total: |1 85 SASTokenForm — O x
Filter: |
DevicelD | gw v
onStrir ConnectionSt
DeviceKeys |IJJGd1D3)(d+F4LdﬁM11mddandT‘MEMGDXvBtuYc= V|

2 TTL{Days) 365

HostName=ighome.azure-
devices.net;Deviceld ;
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4 Setup MQTT settings of the gateway with Linklt!

To get started with Linklt please check the Quick Start Guide or the tutorial videos.

NN =

Go to “Settings” tab

Go to “Main” settings section
Enable MQTT

Set hostname determined in 2.1. Update connection information
Set Port to 8333

Set Username by hostname and the name of the device like HostName/DevicelD
Set Password by paste the copied part of the SAS token from 2.3. Create SAS token
Select Manual Client ID Source

9. Set Client ID as DevicelD defined in 2.2. Create new device

10. Enable MQTT TLS
11. Select “CA Signed server certificates”

12. Click on Save button and upload modified settings

@ 10 Home Link It! - v2.0.2

I1Q Home Link It!

Networks > LAN > GW-3E70009

Dashboard  RF Network Web Viewer  Files  Terminal

Gateway Settings 1 pteancedimude (2
= e
MQTT Subscribe
sehidiiler Enable MQTT @ ® 3
WWAN Hostname @ ighome.azure-devices.net
Port @ 8283
Username ) ighame.azure-devices.net/gw
Password @ SharedAccessSignature sr=iqhome.azure-devices.net2Fdevicesi2Fgwl Bsig=umf
Client D source select @ Manual v 8
ClientID @ gwl 9
MQTT TLS Settings
Enable MQTTTLS @ ® 10
Tsips @ CA signed server certif ~ 11
CApath @ fetcizslicerts
Verify hostname @ [ )
After successfully saving the new configuration restart the gateway service.
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